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Definition

We here define security in accordance with the risk criteria 
based on: 

•Availability. The system prevents service disruptions; even in case 
of failure of a component, high availability mechanisms are in place

•Integrity. Data cannot be modified without authorization, access 
controls are in place 

•Confidentiality. The system prevents the disclosure of information to 
unauthorized users or systems

•Accountability. All actions and actors are identified and their actions 
are logged for further investigation if needed; all actions are traceable.
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Existing security services

Availability of security services
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Behind the figures

• Almost all interviewees have access to 
security services, but not to all services.

•Security is often not an issue that 
researchers are engaged in; instead they 
trust/delegate it to the IT service provider.

•There are often a knowledge gap between 
the service level that researchers ask for and 
the level of security needed not to jeopardise 
the researchers own computer environment.
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N di i l i dNew digital services proposed

• Implement stable routines for handling 
matters of accountability.

• Programmes for training and enhanced  
awareness in matters concerning IT 
security.y
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B iBest practices

I t if th i ti b t• Intensify the communication between
security service providers and the end‐
users.

• Plan for actions to raise the awareness• Plan for actions to raise the awareness 
about the importance of a solid 
security servicesecurity service.


